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Google Agonizes Over Privacy

On Web's Cutting Edge, Anonymity in Name Only

Stalking by Cellphone

About This Project

Marketers are spying on Internet users - observing and 

remembering people's clicks, and building and selling detailed 

dossiers of their activities and interests. The Wall Street Journal's 

What They Know series documents the new, cutting-edge uses of 

this Internet-tracking technology and the implications for consumers.

Online Advertisers Defend Industry Amid Web-Privacy Debate 
http://on.wsj.com/atB3gp

8 hrs 1 min ago from WhatTheyKnow (WSJ's What They 
Know) 

RT @TRUSTe: From the TRUSTe Blog Inspector Gadget-
Privacy Issues and “The Case of the Missing Camera” 
http://ow.ly/18x8ua

12 hrs 28 min ago from WhatTheyKnow (WSJ's What They 
Know) 

The Times on geotag stalking. http://nyti.ms/apUGk1 
References one of our fave recent studies, "Cybercasing the 
Joint." http://bit.ly/bSjdrU

13 hrs 11 min ago from WhatTheyKnow (WSJ's What They 
Know) 

Should Companies Sell Privacy Offsets? From @theatlantic 
http://bit.ly/8Y3mha
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Key tracking terminology 

Ad exchange -- An auction-based marketplace where advertisers can bid to place ads in the 

space offered by websites. 

Ad network -- A company that sells ads on behalf of website publishers.

Aggregated information -- Data combined from many individual users that can't identify anyone 

personally.

Anonymous information -- Facts about you 

that don't identify you personally, such as age 

group and gender. 

Beacons -- Invisible software on many 

websites (also known as "bugs" or "pixels") 

that can track web surfers' location and 

activities online. Some are powerful enough 

to know what a user types on a particular site.

Behavioral targeting -- Advertisers and 

websites use information about where you browse and what you search for online to guess your 

interests and decide what ads to show you. It's also called interest-based advertising or 

customized ads.

Cookie -- Tiny text file put on your PC by websites or marketing firms that—depending on its 

purpose—might be used simply to remember your preferences for one site, or to track you 

across many sites.

Data exchange -- A marketplace where advertisers bid for access to data about customers. 

Marketers then use this data to target ads. For example: A Denver hotel might bid to reach 

people known to have researched Denver hotels recently.

Exposure index -- The Journal's analysis of how exposed your data is when you visit a website 

that has trackers. Each tracker was given a score based on how the tracking company collects, 

shares, and uses your data. A website's exposure index was calculated using the sum of the 

scores of all of the trackers we found on that site.

First-party tracking file -- Typically a cookie installed on your computer by a website for benign 

purposes such as keeping you logged in to that one site.

Flash cookie -- Small file put on your computer by Adobe's Flash software, which is used by 

many sites to display video or ads. Flash cookies can be designed to re-install regular cookies 

that were previously deleted.

Internet Protocol (IP) address -- A unique number assigned to every computer connected to 

the internet. Any website you visit can know your IP address, and through that can often know 

your general location.
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1 days 9 hrs 52 min ago from WhatTheyKnow (WSJ's What 
They Know) 

RT @PrivacyLaw: "Exposing and Discouraging Corporate 
Disclosure of User Data to the Government " Warning: very 
wonky! http://bit.ly/bQ1nb8

2 days 6 hrs 24 min ago from WhatTheyKnow (WSJ's What 
They Know) 
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Battles: Profitability vs. 
Privacy  

Offline data -- Information about you that comes from sources other than the Internet. It could 

include your zip code, estimated household income, the cars you own, or the purchases you've 

made in a store.

Personally identifiable information -- Data identifying you uniquely, such as your name, Social 

Security number, address or credit-card information. 

Privacy policy -- A notice on a website that discloses some or all the ways the site collects or 

uses information.

Third-party tracking file -- A cookie, beacon or other tracking technology installed on your 

computer by an ad network or research firm that can track your activities across many websites. 

Tracking company -- Companies that use cookies and other tracking technology to collect 

online data about you.

User profile -- Information about your actions, interests and characteristics that tracking 

companies compile about you.

Need Keystroke Tracking?
WebWatcher: routinely rated the most powerful surveillance software
Webwatchernow.com/Keystroke_Tracker

Key Tracking Software
Manage your master key system and track your keys issued to employees
www.key-organizer.net

Tracking Cookie
Free Download: Tracking Cookie Repair Tool. 100% Safe & Guaranteed
TrackingCookie.FreshPCFix.com
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